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1. Purpose

This policy sets out the expectations for the safe, responsible and acceptable use of information and communication technology (ICT), internet services, online platforms, email, mobile devices and social media by all members of the school community.

The policy aims to:

· Safeguard pupils and staff

· Support teaching, learning and administration

· Promote positive digital citizenship

· Protect personal and school data

· Reduce cyber security risks

· Ensure compliance with relevant legislation and safeguarding requirements

This policy applies to all staff, governors, volunteers, contractors, visitors, pupils and any person using school ICT systems.

2. Relevant Legislation and Guidance

This policy should be read in conjunction with the following legislation and guidance:

· Keeping Children Safe in Education (KCSIE)

· UK General Data Protection Regulation (UK GDPR)

· Data Protection Act 2018

· Computer Misuse Act 1990

· Education Act 2011

· Freedom of Information Act 2000

· Human Rights Act 1998

· DfE Filtering and Monitoring Standards for Schools and Colleges

· Teaching Online Safety in School Guidance

· National Cyber Security Centre (NCSC) Cyber Security Guidance for Schools

3. Roles and Responsibilities

3.1 Governing Board

The Governing Board has overall responsibility for ensuring that appropriate safeguarding and online safety measures are in place.

The Governing Board will:

· Monitor the effectiveness of this policy

· Ensure suitable filtering and monitoring systems are in place

· Receive appropriate reports regarding online safety incidents and trends

· Ensure sufficient resources are available to maintain safe and secure ICT systems

· Review this policy annually

3.2 Headteacher

The Headteacher is responsible for:

· The implementation of this policy throughout the school

· Promoting a culture of safe technology use

· Ensuring staff receive appropriate training

· Taking appropriate action where breaches occur

· Ensuring that safeguarding concerns are addressed promptly

3.3 Designated Safeguarding Lead (DSL)

The DSL takes lead responsibility for online safety and safeguarding matters.

The DSL will:

· Investigate online safety concerns

· Maintain records of incidents and actions taken

· Liaise with external agencies where appropriate

· Monitor emerging online risks

· Provide guidance and support to staff, pupils and families

3.4 ICT Lead / Computing Lead

The ICT Lead will:

· Support secure operation of school ICT systems

· Monitor filtering and monitoring systems

· Ensure devices and software are updated

· Support staff with cyber security concerns

· Report significant technical incidents to the Headteacher and DSL

3.5 Staff

All staff are responsible for:

· Following this policy

· Modelling safe and responsible online behaviour

· Reporting safeguarding or cyber security concerns immediately

· Ensuring pupils are supervised when using technology

· Delivering online safety education where appropriate

3.6 Parents and Carers

Parents and carers are encouraged to:

· Support their children in developing safe online habits

· Monitor technology use at home

· Report concerns to the school

· Reinforce messages taught through the curriculum

3.7 Pupils

Pupils are expected to:

· Follow the school's acceptable use expectations

· Use technology responsibly

· Report anything that makes them feel unsafe or uncomfortable

· Respect the privacy and rights of others

4. Online Safety Education

Online safety is embedded throughout the curriculum and forms part of the school's safeguarding responsibilities.
Pupils are taught how to:

· Stay safe online

· Protect personal information

· Recognise risks including scams, phishing and online grooming

· Report concerns appropriately

· Manage online relationships safely and respectfully

· Identify misinformation and unreliable online content

· Understand the impact of their online behaviour

Online safety education is delivered through:

· Computing

· PSHE

· Relationships Education

· Assemblies

· Awareness campaigns and themed events

The curriculum is reviewed regularly to ensure that it reflects emerging technologies and online risks.

5. Educating and Supporting Parents

The school recognises the important role parents and carers play in promoting online safety.

The school will:

· Provide online safety information through newsletters and the school website

· Signpost parents to trusted external guidance

· Share information regarding emerging online risks

· Offer support where concerns arise

Parents are encouraged to discuss online safety regularly with their children and establish age-appropriate boundaries for technology use at home.

6. Cyberbullying

Cyberbullying is the use of technology to deliberately upset, intimidate, harass or threaten another person.

Examples include:

· Sending offensive messages

· Sharing embarrassing images or videos

· Excluding others from online groups

· Impersonating another individual online

· Posting harmful content on social media

The school will not tolerate cyberbullying.

Incidents will be:

· Taken seriously

· Investigated promptly

· Recorded in accordance with safeguarding procedures

· Addressed using the Behaviour Policy and Anti-Bullying Policy where appropriate

Where necessary, the school may involve parents, external agencies or the police.

7. Social Media

The school recognises that social media is widely used for communication and learning.

All users must:

· Protect the reputation of the school

· Respect confidentiality at all times

· Ensure online conduct reflects professional standards

Staff must not establish social networking relationships with pupils or former pupils where this could create a safeguarding concern.

Parents and carers are encouraged to communicate concerns through official school channels rather than social media.

8. Data Protection and Information Security

All users must:

· Comply with UK GDPR and Data Protection legislation

· Keep personal information secure

· Lock devices when unattended

· Store school information only on approved systems

· Report data breaches immediately

Confidential information must only be shared with authorised individuals.

9. Cyber Security

The school will:

· Maintain filtering and monitoring systems

· Use antivirus and endpoint protection software

· Apply security updates and patches promptly

· Back up critical data regularly

· Provide cyber security awareness training

· Review cyber risks annually

Users must remain vigilant against phishing, malware and other cyber threats.

10. Mobile Devices and Smart Technology

The use of mobile devices and smart technology must support the school's safeguarding expectations.

Staff:

· Must follow the Staff Code of Conduct regarding mobile phone use

· Must not use personal devices to communicate with pupils

· Must not use personal devices to store confidential school information

· Must ensure photographs are only taken using approved devices

Pupils:

· May only bring mobile phones to school in accordance with school procedures

· Must not use phones during the school day unless authorised

· Must not photograph or record others without permission

· Visitors and volunteers must comply with school expectations regarding the use of mobile devices while on site.
11. Filtering and Monitoring

The school uses filtering and monitoring systems to safeguard pupils and staff while using school technology.

The school's systems are designed to:

· Restrict access to inappropriate content

· Identify safeguarding concerns

· Detect potential cyber threats

· Monitor compliance with this policy

The Designated Safeguarding Lead and ICT Lead work together to ensure filtering and monitoring arrangements remain effective and proportionate.

Any concerns identified through monitoring will be investigated in accordance with safeguarding procedures.

12. Responding to Online Safety Incidents

Where an online safety concern arises, staff must:

1. Ensure the immediate safety of any pupil involved.

2. Report concerns to the DSL as soon as possible.

3. Preserve evidence where appropriate, including screenshots.

4. Avoid conducting extensive investigations without guidance.

5. Record incidents using the school's safeguarding recording system.

The DSL will determine whether:

· Parents should be informed

· External agencies should be involved

· Additional support is required

· A referral should be made to social care or the police

All incidents will be reviewed to identify any lessons learned and any improvements required to school procedures.

13. Related Policies

This policy should be read alongside:
· Safeguarding and Child Protection Policy

· Data Protection Policy

· Staff Code of Conduct

· Behaviour Policy

· Mobile Device Policy

Review

This policy will be reviewed annually or sooner if there are significant legislative, safeguarding or technological changes.
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